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Cited from http://theory.lcs.mit.edu/~rivest/ Cited from http://www.fermat.de/vergang/ s1/rsa.html Cited from http://www-hto.usc.edu/People/adleman_intro.html
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RSA

de facto standard of public-key cryptosystems

P, g: primes, N =pqg, ed =1 mod (p-1)(g-1),

e, N: public key, d: secret key,
M: message, M {0,1,2,....,N-1}.

Encryption: C = M® mod N

Decryption: M = CYmod N

e: small (215+1)

d: large (d>N12)
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2048 RSA CRT

N:2048
p,d: 1024

Decryption: M = C% mod N(=pq)

M =C9mod N

dp =d mod (p-1) dq =d mod (g-1)
Mp = C% mod p Mq =C% mod g

2048
I\/I:Mp+pvmod N, v—(Mq-Mp)p mod g

N

P4
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2048 RSA

Encryption: C = M® mod N

N=pq P4

- P.g
- CRT

—

N:2048
p,q: 1024
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B 2n
B R=XYmodZ
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X, Y, Z, 0<=X,y<zZ

r, '=Xy mod z

I, ;= Xy mod (z+1)

q:=ry-r, If r;>=r,
r-r,+z+1 otherwise

Xy = q(z+1)+(ry-q)
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MulModDiv

MulModDiv
X,Y, Z, 0<=X,y <z
of r
(g,r) = MulModDiv(x,y,z)
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L =272"+7,, X =X2"+X,y, Y =y,2" +Y,
u2" +v = XY mod Z

(g, 1y) := MulModDiv(y,, 2", z,)

(0, I,) := MulModDiv(q,, z,, 2")

(ds, I'3) := MulModDiv(xy, r-0,%Y,, Z1)
(94, Iy) := MulModDiv(X,, Y4, Z;)

(95, I's) := MulModDiv(g5+q,, z,, 2")
(Qes Tg) := MulModDiv(xy, 1, 2")

(g4, I7) := MulModDiv(X,, Vg, 2")

U= T3 +r, =05 —Qs +07
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(X127 +X0)(Y12" *Yo)

MulModDiv

Z,2"=-zy,mod Z

XY = xy,2M2" +...

= X,(0,Z,41,)2" +... ~ (g4, r)=MulModDiv(y,, 2", ,)
= X(-qyZy 12" +...mod Z  ~ z,2"=-z, mod Z

= u2h +v
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MulModDiv 7
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